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Mamarka 06 nHdopmaumoHHon 6esonacHoOCTM

neTeum

HEJNb3A

Bcem noppsap coobwarb CBOKO 4YACTHYO uHcpopmaumio (Hacroswme
uma, camunuio, TenecgdpoH, apgpec, HOMep WKOMbl, a TakKxe
c¢oTrorpachum ceou, ceBoen ceMmbmu U Apy3en);

OTKpbIBaTh BJOXEHHblIe ¢annbl 3NEeKTPOHHOM MNOouTbl, Korga He
3Haewb OTNpaBUTEnNS;

Fpyburb, npuauparbcsa, oOKa3blBaTb [AaBlieHMe — BecTu cebsa
HEeBEeXJIMBO U arpecCUuBHO;

He pacnopsixauca peHbramm TBoem cembm 6e3 paspewieHMsa cTapumx
— BCerga cnpawmsam poguTtenen;

He Bctpeuamcas ¢ MWHTepHeT-ZHAKOMbIMM B peasnibHOM XMU3HMU -
NOCOBETYMCHA CO B3pPOCHbiM, KOTOPOMY AOBepsaellb.

He Bce nuwyTt npasay. Umtaewb o cebe HenpaBay B MHTepHete —
coobwm 06 3TOM CBOMM poaUTesiIAM UIMU ONEeKyHaMm;

MpurnawarT nepenucsiBaTtbCA, Mrpatb, o6MeHMBaTbCa — NpoBepb, HET
Ny nopBoOXa;

He3akoHHoOe konupoBaHue chpannos B UHTepHeTe — BOPOBCTBO;

Bcerpa pacckasbiBak B3pocrnbiM O npobnemax B cetu — OHM Bcerpa
noMoryr;

Ucnonb3ym HacTpoMkm 6e30NacHOCTM M NPUBATHOCTU, 4YTOObLI He
NOTEepPATbL CBOMU aKKaYHTbl B COLCEeTAX U ApPYyrux nopranax.

MO>XXHO

YBaxam gpyrux nonb3oBaTenemn;

Monb3yewbca UHTEPHET-UCTOUYHUKOM — iefian CCbIJIKY Ha Hero;
OTKpbIBaM TONbKO Te CCbIJIKM, B KOTOPbIX YBEPEH;

O6warbca 3a nNOMOWbLIO B3pPOCINbIM - POAMUTENU, OMNEKYHbl M
agMMHMCTpPaLMA CaAaUTOB Bcerga nomMoryr;

Mpongn o6yueHme Ha caute «CeTeBMHOK» M MOJIyYM nacnopr
umdcppoBoro rpaxxgaHuHa!
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UHcdopmauuoHHan naMATKa Ans pasMeleHun Ha
ochmumanbHbix UHTEpHET-pecypcax

o C KkaxpabiM rogomMm MONOAEXU B MHTEpHeTe CTaHOBMTbCcAa 6onbwe, a
—~ WKONMbHUKM OHU U3 CaMbIX aKTMBHbIX nonb3oBarenem PyHera. Mexay Tem, —~
NMOMMMO OrFpOMHOINO KOJNIMMECTBA BO3MOXHOCTEH, MWHTEepHEeT HeceT M
,* I'Ip06ﬂeMbl. 3ta namarka AOoJI>KHa NMoOMOUb Tebe 6e3onacHo HaxoamMTbCHA B ,ﬁ
bX CeTMm. W

¥ KomMnbroTepHblie BUPYCbI
,ﬁ KomnbloTepHbiM BUPYC - 3TO Pa3SHOBMAHOCTb KOMMLIOTEPHbIX .
% nporpamMmm, oTiIMYMTENbHOM 0COGEHHOCTLIO KOTOPOM ABMAETCA CNOoCOOGHOCTDL e
; K pa3MHoOXeHuio. B pononHeHme K 3TomMy, BUPYyCbl MOryT nospeautb Mnm

ﬁ MOJIHOCTbIO YHMUTOXMUTb Bce ¢painbl U AaHHbIe, MNOAKOHTPOSibHbIE .
nonb30BaTesiio, OT MMEeHM KoToporo Obina 3anyuweHa 3apaxXéHHasa °
nporpaMmma, a TakXXe MNnoBpeaMTb MMM [aXEe YHUUTOXUTb ONEepPaLMOHHYI
4 cuctemy co Bcemum paunamm B uenom. B GonbwMHCTBE crnyvyaesB -
‘ PacnpoCTpaHAIOTCA BUPYCbl Yepe3 MHTEepPHeT.

¥ MeToabl 3aWMThbl OT BPEAOHOCHbIX NporpamMm: ?r
“ 1. UAcnonb3yn coBpeMeHHble onepauMoHHbleé CUCTeMbl, umMelwue
" Cepbé3HbiX YPOBEeHb 3alMUTbl OT BpeAOHOCHbIX NporpamMmm; e
W 2. NocTtosHHO ycTaHaBnuBau nautu (umcppoBblie 3annartku, KoTopble '
\ ABTOMAaTUUYECKM YCTaHaABNIMBAIOTCA C Lenbio aopabrtkm nporpammsl)
Yo M ppyrue obHOBNeHusa CBOEM onepauuMoHHOM cuctembl. CkaumBam -
MX TOnbkKo C odmumanbHoro caumra paspaboruumka OC. Ecnm
ﬁ CyweCTBYeT peXXuM aBToOMaTu4ecKoro o6HoBneHus, BKNo4YM ero; Jo
Ye 3. Pabotam Ha cBoeM KOMMNbIOTEpe nog npasamMM nonb30BaTensa, a He ¢
apMMHMUCTpaTopa. J3TO HEe MNO3BOSIUT GONBWMHCTBY BPEAOHOCHbLIX
e nporpamMmm MHCTaANNMpoBaTbhCH Ha TBOEeM nepcoHanbHOM -
KoMnbloTepe;

,* 4. cnonb3y aHTUBUPYCHbIE MPOrpaMMHbIE MPOAYKTbI M3BECTHbIX
% npousBoauTenen, C aBTomaruyeckum obHoeneHuem 6as; i
N 5. OrpaHnyb (hu3nUECKMM AOCTYN K KOMMNbIOTEpPY ANA NMOCTOPOHHMUX

nnu;
w 6. Mcnonb3yn BHeWHUEe HocuTtenu nHgpopmauum, Takme Kak cpneuwka,
AUCK wnu danun U3 MHTEepHeTa, TONbKO U3 nNpoepeHHbIX
e MCTOYHMUKOB; %
w 7. He oTkpbiBah KoMNblOTEpHble (annbl, MNOJNIYYEHHbIE U3
,ﬁ HeHapEXHbIX MCTOuHMKOB. [laxke Te cpannsul, KoTopble npucnan .
Ye TBOM 3HAKOMbIN. Jlyywie yTOUHM y HEro, oTnpaBnan nm oH tebe ux.
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w Cern WI-FI
G Wi-Fi - aT0 He BMA nepepaym paHHbIX, He TEXHONOruA, a BCEro nNUb .
w 6peHan, wmapka. Ewe B 1991 rogy HupepnaHackKkas KoMMnaHua
“ saperucrpuposana 6penp «WECA», utro o6o3Hauano cnosocou4yetaHue
Y «Wireless Fidelity», koTopbiX NnepeBoanTCA Kak «6ecnpoBogHas TOYHOCTb». -

ﬁ Ao Hawero BpeMeHM gowna gpyras ab6pesmarypa, koTtopas aBnserca .
7 TaKoM e TexHonoruem. 3to abbpesnarypa «Wi-Fi». Takoe HasBaHue 6bino -
i AaHO C HaMEeKOM Ha cTaHpapT BbicluMM 3ByKOoBOM TexHukum Hi-Fi, uto B

Y nepesofe 03HAYaeT «BbICOKAaA TOYHOCTbY. S

,ﬁ Aa, 6ecnnaTtHblA MHTEpPHeT-AOCTYN B Kadhe, oTensx MU alponoprax .
J+ FABASAGTCA OTNMYHOW BO3MOXHOCTbIO BbIXOAA B uHTepHetr. Ho MHormue ve
\ aKcnepTtbl cuutaloT, uTto obuwepnoctynHbie Wi-Fi cetm He saBnaTCA

.. 6esonacHbIMM. ¥

\ CoBeTbl No 6e3onacHocTu pabore B o6wenoctynHbix cerax Wi-fi:
2 1. He nepenaBait CBOIO NIMYHYIO MH(pOpMaLMIO Yepe3 obwenocTynHbIe -
w Wi-Fi cetn. Paboras B HMX, XenarenbHO He BBOAUTb Naponu ~
,* AOCTyna, NOrMHbl U KaKMe-To HomMmepa; A
PAd 2. Acnonb3ym n o6HOBNAM aHTUBUPYCHbDbIE NporpamMmmbl U 6paHnagmayep. -
“ Tem cambiMm Tbl o6e3onacuuib cebs OoT 3aKkaukm BMpyca Ha TBoe
" YCTPOMCTBO; il
> 3. NMpu ucnonbsosauumm Wi-Fi otknoum cyHkumwo «O6wmm pocrtyn K °
* cdavnam wm npuHTepam». [laHHaa (pYHKUMA 3akKpbiTa NO
s YyMOMN4YaHUIO, OAHAKO HEKOTOpbIe NoJib30BaTesIu aKTUBUPYIOT €é ana -
ypo6cTtBa ucnonb3oBaHusa B pabore unm yuebe;
ﬁ 4. He ncnonb3yn ny6nuunHbin WI-FI gna nepepaum nNUYHbIX AAHHBIX,
e HanpMmMmep ANA BbIXOAAa B COUMalNbHbIE CETU UMM B IJIEKTPOHHYKO 7
noury;
P 5. Ainonb3yn TONbKO 3awumuweHHoe coeauHeHue uepe3 HTTPS, a He 2
HTTP, 1.e. npm Habope Beb-apgpeca BBoan nmeHHO «https://»;
Il 6. B mo6unsHom Tenedone orknioun cbyHkumio «Mopxniouenne x Wi-
** Fi aBTomatnueckm». He ponyckam aBTOMaTU4eCKOro noaknio4YeHus 2
N yctpoucTtBa Kk ceram Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu
Y CoumanbHble CeTM aKTMBHO BXOAAT B HauWwy >XWU3Hb, MHOrMe nOAU -
" paboraloT M XMBYT TaM NOCTOfAHHO, a B Facebook yxe 3apermcrpupoBaH

~ MUNnUapa YenoBeK, YTO ABNAETCA OAHON CeAbMOM BCEX XMUTENEen NnaHeTbl. .
MHorve nonb30BaTtesiu He NMOHMMAIOT, YTO MH(OpMaumsa, pa3MelleHHasa
MMM B COLMaNbHbIX CeTAX, MoXeT 6biTb HaMgeHa M MCMNONMb30BaHAa KeMm
/4 yrogHo, B TOM uMcne He o6s3aTenbHo ¢ 6narumMm HamepeHUAMM. %
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P OcHoBHblIe coBeTbl N0 6e30NacHOCTU B counanbHbIX CeTAX: %
1. OrpaHmMub cnucok apy3en. Y 1eba B Apy3bAX He A[OMKHO ObiTbh
,ﬁ CNyYamHbIX U HE3HAKOMBbIX JIIOeNn; S
PAS 2. 3awMmwan CBOKO YacTHylO Xu3Hb. He ykasbiBan naponm, -
TenedgoHbl, agpeca, Aaty TBOEro pPOXAEHUA U APYryro JIMUYHYIO
% mHcdopMaumio. 3MOYMLIWNEHHUKM MOFYT MCNONb30BaTh paXe ..
uHcpopmaumMio 0 TOM, KakKk Tbhl U TBOM poauTenM nrnaHupyere
,ﬁ NPOBECTU KaHUKYIbI; i
% 3. 3awMuan CBOIO penyTaumio - iIep>XXM ee B UMCToTe M 3apaBam cebe ve
\ Bonpoc: xoren 6bl Tbl, YTOOBLI ApyrMe nonb3oBaTtenu BuAaesnin, YTo Tbil

2 sarpyxaews? [Mogymaih, npexge uYem uto-To onyb6nukosatb, .

HanucaTtb M 3arpy3uThb;

4. Ecnu Tbl roBopuvulb C NIOAbBMMU, KOTOPbIX HE 3Haellb, He UCNONb3yM
% CBoe peanbHOE€ UMS U APYryio NIUYHYIO MH(OPMALMU:I UMA, MECTO -
XKMTEenbCTBa, Mecto y4yebbl u npouee;
,* 5. Usberan pasmeweHus cororpachuin B MWUHTepHeTe, rpe Thbl
e n3obpaxxeH Ha MECTHOCTU, MO KOTOPOM MOXKHO onpepenutb TBOE
“ MeCTOMNOosoXKeHue;
" 6. NMpu perucTpauum B coumanbHOn ceTu Heobxogumo ucnonbsosarb -
CIOXHble naponu, cocrosiuume U3 6ykB M umdp M C KONUMUYECTBOM
3HaKoOB He MmeHee 8;

¥ 7. Ana couManbHOM CeTU, NOoUTbl M ApYyrMx CamToB HeobGxopumo -
; uMcnonb3oBatb pa3Hble naponu. Torga ecnu 1ebs B3nomaroT, TO
ﬁ 3MOYMBbIWIEHHUKN nony4YaTr fOoCTyn TONbKO K OQHOMY MecCTy, a He
AS BO BCe cpas3y. e

w QFNIEeKTPOHHbIE AeHbIn
d 9neKTpoHHble AEHbIM — 3TO OYeHb YAROGHBLIN cnocob6 nnartexewn, ..
77 OMHAKO CYL,eCTBYIOT MOLWEHHUKHU, KOTOPbIE XOTAT MNOMY4UTb 3TU AEHbIU. w

" 3ﬂeKTpOHHble AeHbrm noseuMnuucb coecemMm HegaBHO M MMEHHO UM3-3a *~
3TOro BO MHOrMX roCyAapcTBax A0 CMUX MOpP He MNPONUCaHO NPO HUX B
.. 3aKoHaXxX. *

B Poccum xe oHM (hyHKLLMOHUPYIOT U O HUX Y>Ke NMPONUCaHO B 3aKOHe,

/. rAe MX pa3pensloT Ha HEeCKONbKO BUAOB — aHOHUMHbIE U HEe AaHOHUMHBIE. .
PasHMua B TOM, UTO aAHOHMMHbLIE - 3TO Te, B KOTOPbIX pa3peliaercs
npoBoguth onepauMm 6e3 wumpaeHTMdOMKauuMuM nonb3o0oBaTens, a B
4 HeaHOHWMHbIX UACHTU(UKALUM NONb3OBaTenNsa ABNAeTcA 06a3aTenbHOM. e

,ﬁ Takxe cnepyeTr pa3nuuartbh 3NIEeKTPOHHble huaTHble AeHbrU (PaBHbI

Y rocypapCTBEeHHbIM BanwTaM) M 3MNEKTPOHHble HedwmaTHblie AeHbrn (He -
paBHbI rOCyAapCTBEHHbIM BasnoTam).
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P OcHOBHble coBeTbl No G6GesonacHoh pa6ote C SNEKTPOHHLIMM -
ke AeHbramm:

,: 1. MpuBsXXu K cuety Mo6GMNbHLIN TernedgoH. ITo cambii yROOGHLIA M
Ye 6GbiCcTpbIN cnocob6 BocCCTaHOBUTL AOCTYNn K cuety. lNpuBaA3aHHbIA ¢
TenecdoH nomMmoxeT, ecnu 3abyaewb CBOM NnareXXHbIU Naposib Unu

% 3anpgewb Ha CaUT C He3HaAKOMOro YyCTPOMUCTBA; 2
w 2. Ucnonb3ym oaHopa3oBbie naponu. NMocne nepexona Ha YCUNEHHYIO
,ﬁ asTopu3saumio Tebe yxxe He 6yaer yrpoxxatb ONacHOCTb KpaXkm unm .
i nepexsara NnnareXHoro napons; 2
x 3. Bbibepu cnoxHbin naponb. [pectynHukam 6ypmer He npocTo

2 yragath CnoXHbii napons. HapexHble naponu — 310 naponwu, ..
KOTOpble copep>XaT He MeHee 8 3HakoB M BKIOUYaOT B cebs
CTPOUYHbIE U NpoOnUCHbIe GykBbl, UMPbLI U HECKOJIbLKO CMMBOJIOB,
% TakMe KaK 3HaK Aaonnapa, ¢yHTa, BOCKNMLATENbHbIA 3HAK U T.M.
Hanpumep, $tR0Ong!;; w
,ﬁ 4. He BBOAM CBOM FfMuYHbIE pAaHHBbIE Ha CcauTax, KOTOPbIM He .
W AoBepsellb. ¥

i JFIeKTPOHHaA nourta
,* SNeKTpoHHasa nouYTa — 3TO TEeXHONOorus M npepocTaBnsieMble el
7 YyCFAYryu no nepechbisikeé U MNMOJIyYeHUIO IJIeKTPOHHbIX COObOWeHnn, KoTopblie -
“ pacnpenensiioTCa B KOMNbIOTEPHOU ceTU. OGbLIYHO 3NIeKTPOHHbIXA NMOUYTOBLIN
/- AWUK BLIFMAAUT cneayowum obGpaszom: ums_nonb3osarenas@umsa_gomeHa. -
Takxe KpomMe nepefauM nMnpocToro TeKCTa, WMeeTcCA BO3MOXHOCTb
nepepasarb cpannbl.

OcHoBHbIe coBeTbl N0 6esonacHon paboTe C 3N1IeKTPOHHOM NOUTOM:
ﬁ 1. Hapo BbLIGpaTL NpaBUNbLHLIA NMOYTOBLIN cepBuc. B MHTepHeTe ecTb
e OrpomMHbIN BbiGOp 6ecnnaTHbIX NOYTOBbIX CEPBUCOB, OAHAKO nydJlue -
AOBEpATb TeM, KOro 3Haelllb U KTO NepBbii B PEUTUHrE;
% 2. He yxa3biBal B NMUYHOM Moute NuuYHyo uHdopmaumio. Hanpumep, -
nyywe Bbibparb «mMy3biKanbHbin_cpaHaTt@» nnm «pok2013» BmecTto
,‘ «remal3d»; 4
% 3. Acnonb3yn ABYyX3TanHyw asTopM3aumio. 3JTO Korga nOMMMO i
naponsa HY>XHO BBOAUTb KOofA, Npucbinaemsin no SMS;

e 4. Bui6epu CnoxHbIN Naponb. [N KaXAoro NoYTOBOro SiNKa AOJHKEH

OGbITb CBOM HAAEXHbINW, YCTOMUYMBDbIN K B35IOMY Naponb;

5. Ecnm ectb BO3MOXHOCTb Hanucarb CaMOMY CBOM JIM4HbIA BOMNpPOC,
Y MCMNOJSIb3YMU 3TY BO3MOXHOCTb; %
W 6. Ucnonb3yM HECKONbKO NOUYTOBbIX AwWMKOB. lMepBbIn ona 4YacTHOM
,ﬁ nepenucku C appecaramMu, KOTOpPbIM Tbl pAoBepsiewb. 3710
Ye 3NEeKTPOHHLIA agpec He Hago UMCNoNb30BaTh NMPUM perucTpaumMm Ha -
N chopymax u canrax;
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7. He otkpbiBan chavnbl M gpyrue BNOXXEHUSAs B NUCbMaX Aa)Xe eclnu ~
OHM MNMpULUNIM OT TBOMX Apy3eu. Jlyuwe yToOuHM y HUX, OTNpaBnsAnm
nu oHu Ttebe atn cdhannsi; :

8. NMocne oxoHYaHMA paboTbl Ha nNOUYTOBOM cCepBUcCe nepen -
3aKpbITUEM BKJIaAKM C CauToM He 3abyab Haxatb Ha «BbiuTtn».

KnbepbynnuHr unm BuptyanbHoe usgesarenbCTBO

KnbepbynnuHr — npecneposaHme coobweHumaMM, copepXawumm -
ockopbneHusa, arpeccuio, 3anyruBaHuve; XyfMraHcTBO; couManbHoe
6oMkoTMpOBaHME C NOMOLLbLIO PA3fIMYHbIX UHTEPHET-CepBUCOB. e

OcHoBHbIe coBeTbl No 6o0pbbe ¢ kMbepbynnuHrom: A
1. He 6pocauncsa B 6on. Jlyuumn cnocob: nocoseroBarbCA Kak cebs e
BECTU U, €CJ&iM HeT TOro, K KoMy MO>HO ob6paTutbCcsi, TO BHauane

ycnokoutbca. Ecnu Tl HauyHewb OTBeuyaTb OCKOp6GneHusMu Ha .

ockop6neHums, To TonbKo euwe 6onbuwe pasoxxewb KOH(PNUKT;

Ynpasnau ceoen Kkubeppenyrauuen;

AHOHMMHOCTbL B ceTu MHuMMas. CywecTByroT cnocobbl BbIACHUTb, -

KTO CTOMT 32 aHOHMMHbIM aKKayHTOM;

4. He cTouT BeCTM XynuUraHCkuu o6pa3 BUPTyanbHOW >XXWU3HU.
MHTepHeT chukcupyeT BCe TBOM AiEUCTBUSA U COXpPaHSAeT ux. Yaanutb
ux byaer kpanHe 3aTpyaHMTENbHO;

5. Cob6nropan cBoM BUPTyasibHYIO YeCTb CMONoOAY; Ze

6. UrHopupyn eaMHMuUYHbLIA Heratue. OgHopa3oBble ocKopbuTenbHble

w N

coobweHusn nyywe MrHOPMPpPOBATbD. O6bIuHO arpeccusa o
npeKpauwaeTca Ha Ha4YanbHOM CTaaum; 4
7. Ban arpeccopa. B nporpammax o6mMeHa MrHOBEHHLIMM '

coobweHuaMM, B couuanbHbIX CeTAX €eCTb BO3MOXHOCTb .
GNOKMPOBKM OTNpPaBKM coobLeHMn C onpeaeneHHbIX agpecos; e
8. Ecnu Tb1 cBupetenn KubGepbynnuura. TBOU AENACTBUA: BbICTYMUTbL
NPoTMB npecnegoBaTens, noKa3aTb €My, YTO €ero p[eWcTBuUA -
OLEeHMBAIOTCA HEraTMBHO, NoAAepXaTb >XEPTBY, KOTOPOM HYXHa '
ncuxonoruvyeckas nomoub, coobwuts B3pocnbim o cakre
arpeccuBHOro nNoBefeHus B CeTu. v

Mo6unbHbIn TenecdoH

CospemeHHble cmapTcOHBI M nNnaHweTbl copgepxar B cebe BnonHe
B3pocnbin (PYyHKUMOHAN, M Tenepb OHMU MOryT KOHKypupoBarb CO %
CTauMOHapHbLIMM KOMNbloTepamu. OgHako, cpeacTB 3aWMTbl ANA NOAOGHbIX
YCTPOMUCTB NOKa oveHb Masno. TecTMpoBaHMe U MOUCK YA3BMMOCTEN B HUX .
npoMcxoauT He TakK MHTeHCuBHO, kak ana MK, To »xe camoe kacaerca m
MOOMINBHBLIX NPUIIOXKEHUMN.
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% CoBpeMeHHble MO6GunNbHbIe Gpay3epbl yXKe NPaKTUYEeCKM [OorHanm -
| HaCTONMbHbLIE aHaNoru, oAaHako pacwupeHue dQyHKUMOHanNa BnevYetr 3a
. cobon 60mnblYIO CMIOXHOCTb U MEHbIUYIO 3aLMULEHHOCTDb. S

Jdaneko He Bce npou3BOAUTENM BbiNycKalwT oO6GHoBRNeHus,
/. 3aKpbiBalowue KPpUTUYECKMEe YA3BUMOCTU AN CBOUX YCTPOMCTB. e

,ﬁ OcHoBHble coBeTbl ana 6esonacHocTn mobunbHoro renedoHa: A
i 1. Huuero He saABnNsAerca no-Hacroswemy OG6ecnnarHbiMm. bByab ¥
; OCTOpOXEeH, Beab Korga tebe npepnarator 6ecnnarHbii KOHTEHT, B

2 HeM MOryT 6bITb CKpbITbl KAKME-TO NaTHbIe YCIyru; S
w 2. AQyman, npexae uem ornpasutb SMS, choto unm Bupeo. Tbl TOUHO
* 3Haewsb, rge oHM 6yayT B KOHeYHom urore?

Y 3. Heo6xoaumo obHOBNATL onepaumoHHYI0 cucrtemy TBOEro -
cmaptdpoHa;
,* 4. Ucnonb3ym aHTUBUPYCHbIE nporpamMmmbli ans MOGMUANBHBIX
AS TenedgpoHoB; g
“ 5. He 3arpyxam npmMnoXXeHms OT HEM3BECTHOIro UCTOYHUKA, Beib OHM
" MOryT coiep>XaTthb BpefoHOCHOe nporpammHoe obecneueHue; "
w 6. NMocne TOro Kak Thl BbiAeWwb C CaiTa, rge BBOAUN JINYHYIO
\ uHdcdopmaumio, 3aMam B HacTpomkm 6paysepa n yapanm cookies;
Y 7. MepuoauuyeckM NpoBepsAn KakKue nnatHbleé ycnyrm akTMBMpPOBaHbl -
f Ha TBOeM HoMepe;

ﬁ 8. laBan cBoM Homep mMo6unbHoro TenedoHa TONbKO mnOAAM,
AS KOTOPbIX Tbl 3HaelWb U KOMY AiOBepsiellb; w
“ 9. Bluetooth ponxxeH 6bITh BbLIKSIIOYEH, KOrga Tbl UM He NMOoJSib3yelwbCs.
e He 3abbiBa MHOrga npoBepATb 3TO. e

2 Online urpsl
CoBpeMeHHbIe OHNIAUH-Urpbl — 3TO Kpaco4Hble, 3axBaTbiBalowme
/- pasBneuyeHuvs, o6beAuHAIOWME COTHM ThICAY YenoBeK No BCEeMy MUpY. -
Urpoku uccnepyot gaHHbIA UM MUp, obwaroTca Apyr ¢ ApPYyrom, BbINOSMHAIOT
,ﬁ 3apaHMsA, CPaXKaloTCA € MOHCTPaAMM M MOJIy4aloT OnbIT. 3a YAOBONLCTBUE
/- OHM NnaTAT: noKynalT [AUCK, onnavyvmBaroT aboHemeHT unu npuobperaror Y
o KaKue-ToO onuum.

Bce 3TK cpeacTBa MayT Ha nogaepXaHMe U pa3BUTHUE Urpbl, a TaKXe
Ha camy 6e30nacHOCTb: COBEpLIEHCTBYIOTCA CMUCTEMbl aBTOpU3auum,
/ BbINYCKAIOTCA HOBble natyum (uudppoBble 3annaTku pAnNA nporpamm), -
‘ 3aKpbIBAlOTCA YA3BMMOCTU CEepBepoB.

e B nopgo6HbIX Urpax CTOMT ONacaTbCA HE CTONbKO CBOMX COMEPHUKOB, -
" CKONMbKO KpaXXM TBOEro napons, Ha KOTOPOM OCHOBaHa CMUCTeMa
/. aBTOpM3auum GOnbLIMHCTBA Urp. 2
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OcHoOBHbIe coBeTbl N0 6e30NacHOCTU TBOEro UrpoBoro akKKayHra:
,* 1. Ecnu ppyron wurpok BegeTr cebs nnoxo wunu co3paer Tebe
Yo HEenpMATHOCTU, 3a6NOKMPYMA ero B CNMCKe UrpoKoB; Yr
2. NMoxxanynca agMMHMCTpaTopam Mrpbl Ha NNoxoe nosBepeHue 3Toro
% MrpokKa, )XenartenbHO NMPUIIOKUTb KaKue-To AoKasarenbcrTsa B BUge .
CKPMHOB;
. He ykasbiBan nuuHyro uHcpopmaumio B npochanne mrpbl; Jo
YBaxxam gpyrux y4acTHUKOB NO Urpe; ve
He yctanaBnueBam HeocmuMuanbHbIe NaTym U Moabl;
Mcnonb3ym CrnoXHbie U pa3Hble Naponu; S
. Jaxxe BO BpeMs Urpbl He CTOUT OTKNnouYatb aHTUBMpyc. lNoka Tbi
Mrpaeub, TBOM KOMNbIOTEpP MOryT 3apa3uThb.

Nou AW

,ﬁ OULLIMHI Um KpaiXa JIMYHbBIX OaHHbIX ,ﬁ
O6bLIYHOM KpaXeu fOeHer M [AOKYMEHTOB CerofgHs YyXXe HMKOro He

yauBufuib, HO C Ppa3BUTUEM MHTEpPHET-TeXHOJIOTMM 3JIOYMbILWIEeHHUKN

e nepeMecTMnUCb B MHTEPHET, U MPOAOIKAIOT 3aHMMATLCA «MIOGUMBIM» -
aenom.

Yr Tak nosiBMNacb HOBaA Yrpo3a: MHTEepHeT-MOWeHHUYecTBa Mnu -
“ comwnHr, rnaBHas uenb KoToporo cocTouT B nony4yeHumu
/- KOHcMAEHUMaNbHLIX AAHHBLIX NONb3OBaTeneM — NOrMHOB M naponei. Ha .
aHrnmuckom asbike phishing uumtaerca kak cpuwmnHr (or fishing — pbibHas
nosns, password — naponb).

OcHoBHbIe coBeTbl No 60pbbe ¢ hummHrom:
ﬁ 1. Cnegu 3a cBoum akkayHToMm. Ecnu Thl nopospeBaewb, YTO TBOA
Ye aHketa 6bIna B3nomaHa, To Heobxomumo 3abnokupoBatb ee u °
i coobuwmuThL agMMHUCTPaTOpam pecypca 06 3TOM Kak MOXXHO CKOopee;
™ 2. Ucnonb3y 6es3onacHble Be6-caTbl, B TOM uYMUCne, MHTEpPHET- -
MarasvHOB M NOUCKOBbIX CUCTEM;

,ﬁ 3. Ucnonb3y cnoxHble U pa3Hble naponu. Takum ob6pasom, ecnu
T Te6s B3NoOmMaloT, TO 3FfIOYMbLIWMEHHUKMU Nony4YaT AOCTYNn TONbKO K Ye
N ofaHOMY TBOeMy npodunio B cCeTu, a He Ko BCeM;

e 4. Ecnun 1e6s Banomanu, To Heo6xoaMMoO npeaynpeauTb BCeX CBOUX .
3HaAKOMbIX, KOTOpble fob6aBneHbl y Te6a B Apy3bsax, 0 TOM, 4YTO TEebsa
B3fiOManiv U, BO3MOX>XHO, OT TBOEero umeHum Oypmer paccbhinarbcs
o CnaM " CCbIJNIKM Ha (PMLLUMHIoBbl€ CaMTbI; %
‘ YcranoBu Hage>xHbiX naponb (PIN) Ha mMmo6unbHbIN TenedgoH;
,ﬁ 6. OTKknouM coxpaHeHue napons B 6paysepe; 2
Y 7. He otkpbiBan chbannbl M gpyrue BNOXEHMA B NMUCbMaX Aaxe ecnu -
OHM MpUMLUNIM OT TBOUX Apy3en. Jlyuwe yToOUYHM Yy HUX, OTNpPaBNANM
e nu oHn Te6e 3Tn painsi. il

;
o
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* LUndopoBan penyraumna
ﬁ Uucdposas penyraumsa - 3TO HeraTMBHas WMNM MNO3UTUBHaA ..
v  wuHpopmauma B cetm o0 Tebe. Komnpometrupywowas wuHcbopmauua o
pa3mMmelweHHaA B MHTEpPHEeTe MOXeT cepbe3HbiM o6pa3om oTpa3uTbCa Ha
4 TBOeM peanbHoWM XuU3HU. «LucpoBas penytauua» - 3TO TBOM MMMAXK, -
KoTopbin chopmupyeTca ns nHcpopmaumm o tebe B MHTEepHeTe.

w TBOEe MEecCTO XMUTenbCTBa, yuyebbl, TBoe (pMHaAHCOBOE MNOJNOXeHue, '
0Cco6eHHOCTM XapaKTepa M pacckKas3bl 0 6IM3KMX — BCe 3TO HaKannuseaeTcs
) B CeTu. ¥

,* MHorve noApoCTKM JErKOMbICFIEHHO OTHOCATCA K ny6nukauuvm
% nmyHonr wumHdopmaumm B WUHTepHeTe, He nNOHMMAaaA BO3MOXHbIX %
nocneacTBvm. Thl gaxke He CMOXelub aoragarbCca 0 ToM, uto chortorpacmus,

ﬁ pa3mMmeweHHana 5 ner Hasap, cTtana NMPUMYUMHOM OTKa3a NPUHATL Teb6a Ha .
pabory.

2 KommeHTapum, pasmeuweHume tsoux cdororpachmm m apyrme nemcrBua -
MOryT HEe MCUYe3HYTb flaXke Mnocrie Toro, Kak Tbl MX yaanumuib. Tbl He 3HaelWb, -
,* KTO coXpaHun 3Ty uHdopmauuio, nonana fnv oHa B NOUCKOBbI€ CUCTEMbI U
Yr cOXpaHunacb fIM OHa, a rnaBHoOEe: 4YTO nogaymaroT o Tebe okpyxawouwee -
“ noau, Kotopbie HavuayT m yBuaat 3to. Hautm mHdpopmaumio MHOro ner
s CnycTa cMoXeT nobon - kKak M3 nobpbix NOGYXXAEHUN, TaK U C HAMEepeHuemM .
NPUYUMHUTbL Bpea. TO MOXKeT ObITb KTO YrogHO.

~ OcHOBHbIe cOoBeTbl No 3awuTte umcpposomn penyraumm: e
1. Moayman, npexpe uem uTo-TOo Nny6bnukosars U nepepasartb y ceba B
ﬁ 6nore unu B counanbHOM ceTu; Jo
> 2. B HacTpoukax npocduns ycCTaHOBM OrpaHUYEeHuUs Ha MNpPOCMOTp
TBOero npocduna M ero comepXXuMMoro, caesiam ero TONMbKO «anf
e Apy3en»; S
3. He pasamewan m He yKasbiBam MHpOpMaLMIO, KOTOPAaA MOXeT KOro-
il nm6o ockopbnaATbL MNM obuxkaThb. 2

* ABTOpPCKOEe npasBo
ﬁ CoBpeMeHHble WKOJIbLHUKU- aKTUBHble Mnonb3oBarenu uudgpoBoro .
7 npocTpaHcTBa. OgHaKko foaneko He BCe 3HaKOT, YTO NONb30BaHUE MHOMMMM 7~
BO3MOXHOCTAMM uucpposoro mupa Tpebyer cobnogeHus npaB Ha
/' WHTeNnneKTyanbHyl0 CO6CTBEHHOCTb. Jo

ﬁ TepMmuH «MHTennexKryanbHas co6CTBEHHOCTb» OTHOCMTCA K
Jr  pa3fiM4YHbIM TBOPEHMUSAM YeJsIOBeYeCKOro yma, HauMHas C HOBbIX ¢
nsobpereHun m 3HaKkos, o6o3HavaOWMX COGCTBEHHOCTb Ha MPOAYKTbI M
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—~ ycnyru , M 3aKaHuuMBas KHuramm, corvorpachbmamm, KuHochbunbmamm wm ~
My3blKaNibHbIMU NMPOU3BEACHUAMM.

Ye ABTOpCKMe npaBa — 3TO NpaBa Ha MHTENMNeKTyanbHYl0 CO6CTBEHHOCTb F
Ha NPOU3BEeAEeHUA HayKu, nutepaTtypbl U MCKyccCTBa. ABTOpCKMe npaBa

/- BbICTYNAIOT B KAYECTBE rapaHTUM TOro, YTO MHTENNEKTYanbHbLIN/TBOPUECKUN -
TPyA aBTOpa He GyaeT HanpacHbIM, AAacT eMy crnpaBegnuMBbie BO3MOXHOCTU
,ﬁ 3apaborars Ha pesynbTarax CBOEro Tpyaa, NONYYUTb M3BECTHOCTb M
Y+ npuaHaHue. HuKTo 6e3 paspelieHUn aBTopa HE MOXKET BOCNPOM3BOAUTL €ro -
npou3BeaeHue, pacnpocTpaHaTb, Ny6NMYHO AaeMoOHCTpUpoBaTh, NpoaaBaTh,

ﬁ MMMOPTUPOBATh, nyckartb B npokar, ny6bnuuHo WUCNOSHATb,
NnokKas3biBaTb/MCNONHATL B 3chmpe unm paamewat B UHTepHeTe.

1 MUcnonb3oBaHue «NUPATCKOro» nporpamMmmMmHoro obecnevyeHus MoOXeT -
| NPUBECTU K MHONMM pMCKaM: OT NMOTEpM AaHHbLIX K TBOMM aKKayHTaM Ao

,ﬁ 6NokKMpoBKM TBOEro yCTPOMCTBA, rAe YCTAHOBMEHHbLIW He neranbHas
Y+  nporpamma. He ctouT Tak)ke 3abbiBaTtb, 4YTO cCywecTByeT neranibHble M -
“ 6ecnnaTHble NporpamMmmbl, KOTOpPbie MOXXHO HAUTU B CEeTM.

O noprane

CeTteBUUOK.ph - TBON rnaBHbIN COBETUMK B CETU. 3A4eCh Thl MOXKEellb '
,ﬁ y3HaTb 0 6e30NacHOCTU B CE€TU MOHATHbLIM M AOCTYNHbLIM A3bIKOM, a Npu
¥r BO3HMKHOBEHUM KPMUTUUYECKOM cuTyauum obparutbca 3a coBeTtoM. A Takxe -
NMPUHATb yYacTUe B KOHKypcaX U cTtatb caMbiM UMppoBbIM rpa>kgaHnHom! o
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NMamarka pna poautenen o6 nHcpopmauMoHHOM
6e3onacHoOCTU geTen

% OnpepeneHme TepmumHa «uHdpopmaumoHHaa 6e3onacHocTb petren» -
f  copgepxutca B ®epepanbHom 3akoHe N 436-®3 «O sawmrte petrem orT

. WH(pOpMauuM, nNPUYMHAIOWENA Bpes WUX S3A0POBLI0 U Pa3BUTUIOM, .
perynupylouiMM OTHOLWEHMUS, CBfi3aHHbleé C 3alWMTOM pfeTerm OoT -
mHcpopMmauun, NpPUUUHAIOWLEN Bpea UX 3[0pPOBbLIO U (UnM) pasBuUTUIO.
~ CormacHo AAaHHOMY 3aKOHY «MH(jpopMmaumoHHana 6e3o0nacHOCTb AeTen» - 3To %
; COCTOSiHMEe 3alMUEeHHOCTU, NPU KOTOPOM OTCYTCTBYET PMCK, CBA3aHHbIA C
,ﬁ npuuuHeHuem mHdgopmaumen Bpega UX 3A0pOBLIO U (Mnu) chusnueckomy,
7 NMCUXMUYECKOMY, AYXOBHOMY, HPABCTBEHHOMY Pa3BUTMUIO. Yr

" B cuny ®epepanbHoro 3akoHa N2 436-®3 wundopmauven, -
NPUUYMHAIOWEN Bpea 3A0POBbIO U (UNIU) pa3BUTUIO AieTEeN, ABMNAETCA:
,* 1. nHcpopmauun, 3anpeweHHan AnNsa pacnpocTpaHeHUna cpeav peten;
% 2. uHcpopmaumsa, pacnpocTpaHeHMe KOTOPOM OrpaHuUYeHoO cpeam %
f AeTen onpepeneHHbIX BO3pacCTHbIX KaTeropum.

ﬁ 3. K uHdopmaummu, 3anpeweHHOW pfOnNA pacnpocTpaHEeHUs cpegu .
w AeTen, OTHOCUTCA: w
* 4. nnchopmaumna, nobyxpaowana perem K COBEplIeHMIO OEeUCTBUK,
e NpeacTaBnAOIMX Yrpo3y MX XU3HM M (MnNu) 300pOBLIO, B T.Y4. -
NPUYMHEHUIO Bpeaa CBoeMy 340pOBbi0, CaMOyObuMMCTBY;
,ﬁ 5. cnocobHocCTb Bbi3BaTb y AeTem KenaHue ynorpeburb ;;

Y HapKoOTU4YeCKue cpepcrTBa, NCUXOTPONHbLbIE " (vnm) -
N oaypMaHMBaOWMe BelWecTBa, TabauHble U3aenua, ankoronbHylo U
S cnupTocoaepiKallylo npoayKumio, nMBo " HanNuUTKu, -

M3roTaBNMMBaEeMbleé Ha €ero OCHOBE; MPUHATb yYacTue B a3apTHbIX
urpax, 3aHMMaTbCA MNPOCTUTYUMEHn, OGpoas>KHMYEeCTBOM MM
Y nonpolanHu4YecTBOM; ¢
w 6. o60ocHOBbLIBaOWAA UMM ONpaBabIBAIOWLAA AONYCTUMOCTb HACUIIMA N
ﬁ (vnn) MKECTOKOCTM nmbo noby>xparowasn OCYWeCTBAATL
e HaACUNbCTBEHHbIE AEeUCTBUSA MO OTHOWEHMUIO K NIOAAM U XXUBOTHbIM; 7
7. oTpMUaOWAaA CeMenHble LEeHHOCTU U cbopmMmupyoaas HeyBaXKeHue
e K poauTensam u (Mnu) gpyrum ursieHam ceMbm; %
8. onpaspbiBaow,as NpoTMBONpaBHoOe NoBeaeHue;
Il 9. copepiKawan HeL,eH3YyPHYIo GpaHb; Il
v 10. copepxawaa nHcopmaumnio nopHorpadpmMUecKoro xapakrepa. ¥

G K uHdpopmaumm, pacnpoctpaHeHMe KOTOPOM OrpaHUUYEHO cpeau aetem .
onpeperieHHOro Bo3pacra, OTHOCUTCA:

1. uHcbopMmaums, npeacTaBnsemMas B Buae u3obpaxeHus wnm
e ONMUCaHUA XEeCTOKOCTU, usnyecKkoro m (MNU) nNCUXMUUECKOro 2
Hacunus, NpecTynsieHus Ui NHOro aHTuobLwecTeeHHOro AeMcTemA;



2-

C yuetom 3toro Bam npepgnararorca npasuna paborsl B cetn UHTepHer *
ANA pa3fiMYHbIX BO3pPacCTHbIX Karteropmm, cobniogeHue KoTopbiX NMO3BOSIUT

BbISbIBAIOWAA Yy J[AeTeW CTpax, YyXac WM NaHUKy, B T.4. -
npepcrasnfseMas B Buae u3obpaxeHMas wnmM  onuMcaHMA B T
YHMXKaoWwemn yenose4yeckoe AOCTOUHCTBO cdopme ,ﬁ
HeHacUnbCTBEHHOM cmepTm, 3abonesaHus, camoybumucrea, -
Hec4yacTHOro criyyasi, aBapuMM WNAM KartacTpocbl M (MnM) wmx
nocnepcTBUiA; 2
npeacraBnfaeMas B Buae U300pa>keHuUs MM ONUMCaHMsA NOMOBbIX
OTHOLWWEHUMN MeXAY MY>XXUYUHOMU U XKEeHLNHOM; Jo
copgepxxawasa O6paHHble CrioBa M BbIpaXKeHUsA, He OTHOocsWMUecHs K Y
HeueH3ypHou 6paHun.

obecneuuntb MHchpoOpMaLUMOHHYIO 6©30NacHOCTbL BallUMX AEeTEeM. Phg

O6wue npaBuna gna pogurtenemn i

1.

Bo3pacT ot 7 po 8 ner

6bI

HeszaBucumo or BO3pacTa pe6eHKa VICHOI'Ib:BYﬁTe nporpamMmmMmHoe

oGecneueHue, nomoraowee (unbTpoBaTh U KOHTPONMUPOBATL
uHdopMmaumio, HO He nonaramrecb MNOJIHOCTLIO Ha Hero. Bawe -

BHMMaHMe K pebGeHKY - rnmaBHbIM MeToA 3aliMThbl.

Ecnn Baw pe6eHOK MMeeT aKKayHT Ha OAHOM M3 COLManbHbIX

cepBucoB (LivedJournal, blogs.mail.ru, vkontakte.ru wn 7T.n.),
BHUMATENbHO M3yuMTe, KaKyl0 MWH(OPMALUIO NOMEWalT €ero .

y4YacTHUKM B cBoux npocunax m 6norax, sknwouvasa cororpacphum m -
BUAeo.

MpoBepbTe, C KAKUMM APYrMMM CaUTaMM CBA3aH COUMalibHbIA CEPBUC
Bawero pebeHka. CrpaHumukm Bawero pebeHka wmorytr ObiThb '

6930I'IaCHbIMH, HO MOryT M copepiXaThb CCbIJIKM Ha HeXenartelfibHbie U

onacHble caiTbl (HanpuMmep, NOPHOCANT, UMM CaANUT, HA KOTOPOM ApPYr -

ynomMmmMHaer Homep cortoBoro tenecdoHa Bawero pebeHka uwnum Baw

AOMAalUHMM appec) A
Moowpaure Bawux petrem coobwars 060 BCcem cCTpaHHOM MM -

OTTAaNIKMBAalOWMM U He CJIMIWLKOM OCTPO pearupymre, Korga OHM 3TO

penaloT (U3-3a onaceHUs NOTepATL AocTyn K MHTepHetry petM He .

roBOpAT poauTensMm o0 npobnemax, a TakXe MOryr HauaTtb
mcnonb3oBath MHTepHeT BHe AOMa U WKOJbI).

ByabTe B Kypce ceteBom Xu3Hum Bawero pebenHka. UHTepecyurechb, -

KTO MX AOpy3bAa B “HTepHET TaK XXe, KaK nHtepecyetTeCchbh pearsibHbiMMU

APY3bAMM. e

B MHTepHeTe pebeHOK cTapaeTcs NoCeTuTb T€ UIMIM MHbIe CauThbl, a -
BO3MOXHO M 4aTbl, pa3pelweHue Ha NnoceleHue KOTOpbIX OH He nonyu4uvn

ot poputenen. Moaromy poautenam ocoGeHHO nonesHbl 6yayr Te
OTYeThl,

KOTOpblie MNpeaocTaBNAIOTCA MNporpaMMaMM MO OrpaHUUYEHMUIo 'r



" ucnonb3oBaHuA UHTepHeTta, T. €. POAUTENbCKUN KOHTPOMbL UMM TO, YTO Bbl -
cCMoOXeTe yBuaeTb BO BpeMeHHbix chamnax. B pesynbrare, y pebeHka He
,ﬁ 6ymeTr owyuweHusa, YTo 3a HUM BeaeTCcs MNMOCTOSHHbIA KOHTPOJiIb, OQHAKO,
Yo poautenm 6yayT no-npe>xxHemy 3HaTb, KaKMe CaMThbl nocewaeTt ux pebeHok. -
Adetv B paHHOM Bo3pacte ob6bnagaoT CUNbHbBIM YYBCTBOM CE€MbM, OHM

/- [MOBEpYMBBI M HE COMHEBAlOTCA B aBTopuTeTax. OHM moO6AT urpatb B -
ceTeBbleé UMrpbl U NyTewecTteoBatb No MHTepHeTy, CNoJNb3ysA 3NIEKTPOHHYIO
,* noYTy, 3aXOAUTb HA CaMThbl U YaTbl, HE PEKOMEeHAOBaHHbIEe pOAUTENAMM. A

\ CoBeTbl No 6e3onacHocTM B cetn UHTepHeT ana geten 7-8 ner
2 1. Co3panTte CNUCOK AOMAaWIHMX NpaBun noceuweHus WHTepHeTta npu
yyacTtum getem um Ttpebymre ero BbinonHeHUN.
2. Tpebyutre or Bawero pebeHka cobniogeHus BpeMeHHbIX HOPM
e HaxoXaeHUs 3a KomnbloTepom. [Mokaxkute pe6eHKy, u4To Bbl -
HabnopaeTe 3a HUM He notomy uto Bam 3To xouercs, a noTomy 4YTO
,ﬁ Bbl Gecnokoutecb 0 ero 6e3onacHOCTM M Bcerpa rortoebl emy .
Yo NOMOYb. Yo
“ 3. Komnbilotep ¢ nogkniovyeHuemMm K UHTepHeTy AOMKeH HaxXxoauTbCA B
" ob6uwen KoMHaTe noa NPUCMOTPOM poaUTErNEeMN. S
w 4. Ucnonb3ynuTte cneumarnbHblie fileTCKUe NOUCKOBbIe MalUMHbI.
\ 5. Ucnonb3ynte cpeacresa 6NMoOKMpoBaHMUA HeXenaTesibHOro KOHTeHTa
s KaK faonoJsiHeHMe K cTaHpaapTtHomy PoautenbCKOMYy KOHTPOIIO. ¥
; 6. Cospante cemMeMHbIN IJIeKTPOHHbIM fAWMUK, UYTOObI He Nno3BONUTbL
ﬁ AeTAM mMmeTb co6cTBeHHbIe agpeca. s
w 7. Bnokupyute poctyn K cautam ¢ bGecnnartHbiMM MNOYTOBbIMM ¢
“ filUlMKaMM C MNOMOLbLIO COOTBETCTBYHOLWLEero nporpamMmmMHoOro
e o6ecneueHus. %
w 8. MNpuyuute peren coBeroBarbca ¢ Bamu nepep onybnukosaHuem
,ﬁ Kakon-nm6o uHcdopmauum cpeacTsamm 351I€KTPOHHOM NOYUTHI, YaTOB,
Yo permcrpaumoHHbIX chopm m npocunen. e
N 9. Hayuute peteM He 3arpyxartb paunbl, NporpaMmbl USIN MY3bIKY
% 6e3 Bawero cornacwus. e
w 10. He paspewanTte peTaM ucCnonb30BaTb CNyX6bl MrHoBeHHOro
N o6meHa coobueHnaMum.
Y 11. B «6Genbliti» CMUCOK CANTOB, PA3pPELIEHHBbIX AN MNOCELLeHUs, -
BHOCMUTE TOJIbKO CaMThbl C XOpOLUEHn penyTauuemn.
ﬁ 12. He 3a6niBaiiTe GecepoBaTb C peTbMM 06 MX AOpPY3bAX B .
Yr MUHTepHeTe, Kak ecnu 6bl peub WNa O APY3bAX B pearibHOM XXU3HU. 7
13. He penante «Taby» M3 BOMPOCOB MNOJIOBOM XMU3HMU, TaK KaK B
Y MHTepHeTe AeTUM MOryT Nerko HaTKHyTbCA Ha nopHorpadpuio unm .
camTbl «ANA B3POCHbIX».
,ﬁ 14. TMpuyuute Bawero pebeHka coobwartb Bam o0 nobGbIX yrposax .
¥ UM  TpeBorax, CBA3aHHbIX ¢ MWHTepHeTtOoM. OcrtaBaurtech %
CNOKOMHbBIMM M HANMOMHMTE feTAM, YTO OHM B 6e3onacHoOCTHU, ecnum



e caMM pacckasanu BaM O CBOuX Tpesorax. lMoxsanute ux m
NOCOBETYMUTE NOAOUTM elle pa3 B NnofaobHbIX cnyvyasax.

.- BoapacTt peten ot 9 go 12 ner
B paHHOM Bo3pacTe feTH, KakK NpaBumo, y)Xe HachbiluaHbl O TOM,

/. Kakasa uHcpopmauma cyuwectsyer B MHTepHete. CoBeplWIEHHO HOPMAaNbHO, .
UTO OHM XOTAT 3TO YBuAETb, NpPoOYecTb, ycnbiwatb. [MpM 3TOM HYXHO
NMOMHMUTb, 4YTO HAOCTYyNn K HeXenarenbHbIiM MaTepmaiam MOXHO Jierko
~ 3a6noKuMpoBaTb NP NOMOLLM cpeacTs PoaUTenbLCcKoro KOHTPOnS. %

,ﬁ CoBeTbl No 6e3onacHocTu ana getem ot 9 no 12 ner S
Ye 1. CospanTte CNMCOK AOMAaWHMX nNpaBun noceuweHuma UHTepHeT npm -
‘ yYyacTtum getem m Tpebymnrte ero BbiNnONMHEeHUA.
2 2. Tpe6bynte or Bawero pe6eHka co6nopeHUs HOPM HaAXOXKAECHMUA 3a .
KOMMNbLIOTEpPOM.
,ﬁ 3. Ha6bmopaute 3a pebGeHkom npu pab6ote 3a KOMNbIOTEpPOM,
% nokaxxure emy, uto Bbl 6ecnokoutecb 0 ero 6e3onacHocTU M %
f BCerpa rotoBbl oKkasatb €My NoMoLlb.
ﬁ 4. KomnbioTep ¢ nogknioveHuem B UHTepHeT AOMKeH HaXoguTbCA B
w obwen KoMHaTe noa NPUMCMOTPOM poauUTernen. w
* 5. Ucnonb3ynte cpeacresa 6NMoOKMpoOBaHMA HeXernaTesibHOro KOHTeHTa
e KaK faonoJsiHeHMe K cTaHpaapTtHomy PoautenbCKOMYy KOHTPOIIO. e
w 6. He 3abbiBanTe NpuMHMMaTb HENOCPEACTBEHHOE Yy4YacTue B XU3HM
,ﬁ pebeHka 6ecepnoBaTbh ¢ AaeTbMM 06 ux apy3bax B UHTepHeTe. 4
Yr 7. HactanBaute, uto6bl AEeTU HUMKOrga He cornawanucb Ha JIMYHbIe 7r
“ BCTpeum c apy3bamu no UHTepHery.
s 8. NosBonauTe peTaM 3axoAuTb TONMbKO Ha cautbl M3 «b6enoro» .
CNUCKa, KOTOPbIX CO3aAanuTe BMecTe C HUMM.
9. Npuyunte peTeMm HUKOrga He BbiaaBaTbhb NUYHYIO UMHOpMauulo
Y cCpeACTBaMM 3JIeKTPOHHOM MNOYTbl, 4aToOB, CUCTEM MrHOBEHHOro ;-
obmeHa coobuweHuMsasMM, PperucTpaumoHHbiX ¢opM, JFIUYHBIX
ﬁ npochunen M Npm perucTpaumm Ha KOHKypcbl B UHTepHerTe. S
e 10. TlMpuyumTe peTeMm He 3arpyxarb nporpammbl 6e3 Bawero -
paspeweHuna. O6bACHUTE UM, UTO OHM MOryT CIly4YaMHO 3arpy3uThb
e BMpPYCbl UM Apyroe HeXXenarenbHoe nNporpammHoe obecneveHue. -
w 11. Co3paute Bawemy pebeHKy orpaHMYeHHYIO YYETHYI0O 3anuchb
,ﬁ AnA pa6oTbl HA KOMNbLIOTEpPE. 4
¥ 12. Mpuyuute Bawero pebeHka coobwarb Bam o0 nwobbix yrposax ¥
N UM TpesBorax, cea3aHHbIX ¢ UHTepHeTtoMm. HanomHuTe peTam, uTo
e oHu B 6Ges3onacHOCTM, eCniM cCaMM paccKka3anu BamMm O CBOMX ..
TpeBorax m onaceHusx.
13. Pacckaxwurte petam o nopHorpacdum B UHTepHeTe.



~ 14. HacramBaute Ha TOM, YTOOGbLI AEeTM NpepocTaBnNANM BaM AOCTyNn K ~
CBOEM 3JIeKTPOHHOM noute, 4Tob6bLl Bbl y6egunucb, UYTO OHM He
,ﬁ obwarorTca ¢ He3HaAaKoOMLUaMM. S
PAq 15. OO6GBACHMTEe peTaM, uUTO Henb3A MUCNOoNb30BaTb CeTb ANA
XyNMraHcTBa, pacnpocTpaHeHu s CnJieTeH Uim yrpos.

- BospacTt peten ot 13 po 17 ner
W B 3TOM BO3pacTte noApOCTKM aKTUBHO MCHMNOMb3YIOT MNOMUCKOBbLIE
“ MaLWMHbI, MNOMb3YIOTCA 3JIEKTPOHHOM MnouTOoM, cnyx6amm MrHoBeHHOro

Y o6MeHa coobuweHnaMU, CKauMBaloT My3biKy U cthunbmel. Manbuukam B 3TOM -
Bo3pacTte 6onblie NO HpaBy cMeTarb BCe OrpaHUUYEeHMUA, OHM XKaXAayT
,ﬁ rpy6oro omopa, a3apTHbIX Mrp, KapTUHOK «ANA B3POCHbIX». [eBOUKM
% npeanouyMtTalor obuwarbca B uvarax, npM 3TOM OHM ropaspo 6onee i

YYyBCTBUTEJIbHbI K CEKCyasibHbIM goMorarennscream B UHTepHeTe.

3auacTtyio B faHHOM BO3pacTe poaUTensaM YXXe BeCbMa CIOXHO
KOHTpONMMpPOBaTb CBOMX AeTeMn, TaKk Kak o6 MHTepHeTe OHM yXe 3HaT
/- 3HauuMTenbHo Gonbwe cBoux poautenei. TeM He MeHee, HE OTNyCKaUTe -
Aeten B «cBobogHoe nnasaHue» no MHTepHetry. CrapaMtecb aKTUBHO
,ﬁ yvyacreoBartb B o6uieHMmn pebeHka B UHTepHeTe. s

BaxHo no-npexHemy cTporo cobnwogars npasuna WHTepHer-
S 6e3onacHoCTM - cornaweHue mMmexay poautenamm v perbmu. Kpome Toro, .
Heob6xoaMMO KaK MOXHO 4alue NpocMaTpuBaTbh OTYETbl O AEATENbHOCTMU
peten B WUHTepHete. Cnepyer ob6bparuth BHMMaHue Ha HeobxoaumocTb
Y+ copmepXaHus poauTenbCKUX naponen (naponev agMMHMCTPaAToOpoOB) B -
CTpPOrom cekKperte v o6parutb BHUMaHMe Ha CTPOrocTb 3TUX Naponemn.

w CoseTbl NOo 6e3onacHoOCTU B 3TOM Bo3pacTte ot 13 po 17 ner w
1. Co3pante CNMCOK AOMaWIHMUX nNpaBun noceuweHua UHTepHeTa npm
P yYyacTum NOApPOCTKOB U Tpebyure 6€3yCNnOBHOro ero BbIMNOJIHEHMS. 2
O6rosopute ¢ pe6eHKOM CNUCOK 3anpeueHHbIX CaUuTOB («4YepHbIn
,* Cnucok»), yacel pa6botsl B UHTEepHeTe, pyKOBOACTBO NO obuweHuo B
i MUHTepHeTe (B TOM uMcne B yartax). Ye
N 2. Komnblotep C nogknw4yeHueM K cetu MHTepHeT ponxeH

% HaxoauTbCA B obwen KoMmHare. e
w 3. He 3ab6uiBanTe 6ecepoBarb ¢ aetbMmu 06 ux apy3sbsax B UHTepHeTe, O
TOM, YeM OHM 3aHATbl TaKuMm obpa3zom, 6yaTo peub MaeT o Apy3bAX
™ B peanbHOM >XW3HU. CnpawmBaiTe O NIOAAX, C KOTOPbIMM AETU -
obwarorca nocpeacTeoMm cnyx6 MrHOBEHHOro obmeHa
,ﬁ coobuweHmamum, uTobbl Y6eautrbca, UTO 3TK NOAU UM 3HAKOMbI. S
Ye 4. Ucnonb3ynute cpeactBa 651OKMpoOBaHMA HeXenartesibHOro KOHTeHTa i
o KaK AOoNoJIHEeHue K CTaHJapTHOMY PoaMTenbCKOMY KOHTPOIIIO.



—ﬁ 5. Heo6xogumo 3HaTb, KakKMMum u4YatamMm nonb3yrwTca Bawm petrm. ~
Moowpsanure ncnonb3oBaHue MoAEepUMpPYyEMbIX HYaTOB U HACTauBauTe,
,ﬁ 4yTOO6bI AEeTH He obWwanuch B NPUBAaTHOM peXXxume. S
Ye 6. HactanBamute Ha Tom, uTOObl AEeTU HUMKOrga He BCTPeYariMChb JIMMHO ¢
C Apy3baMm n3 cetu UHTepHer.

2 7. NMpuyuute peten He BbigaBaTb CBOIO JIMUYHYIO uUH(poOpmauuro "
cpeAcTBaMM 3JIEKTPOHHOM MOYUTbl, 4YaToB, CUCTEM MrHOBEHHOro
ﬁ o6bmeHa COO6GWEHMAMM, PEerucTpaumoHHbIX ¢OpM, FNUYHBIX
e npodmnen M Npm perucTpaumm Ha KOHKypcbl B UHTepHerTe. e
8. Npuyuute petem He 3arpyxarb nporpammbl 6e3 Bawero

ﬁ pa3peuweHun. O6bACHUTE UM, UTO OHM MOFYT CriyYaMHO 3arpy3uTb .

BMPYCbl UNM fpyroe HeXenartesnbHoOe nporpamMmmHoe obecneueHume.

9. Npuyuute Bawero pebeHka coobwarb Bam o nmobbixX yrposax mnm
Ve TpeBorax, cBa3aHHbiX ¢ UHTepHeToM. HanoMHMUTe feTAM, YTO OHU B -
6e3onacHOCTH, €Cnu caMM paccKa3anum BamM, O CBOMX yrposax unm
,ﬁ Tpeeorax. Moxeanure MX U MNOCOBETYUTE NOAOMTM ele pa3 B
PAe noao6HbLIX cnyuyasax. ¥
“ 10. Pacckaxurte peram o nopHorpacpum B UHTepHeTte. NMomorute um

" 3awmMTUTLCA OT cnama. Hayuute nogpocTkoB He BbigaBaTb B .
MUHTepHeTe cBOero peanbHOro 3NMeKTPOHHOro agpeca, He oTBe4Yarb
Ha HeXxenatenbHbleé MNUCbMa M MUCMNONb30OBaThb chneuManbHble
Ye nou4troBble (pUNbLTPLI. ¥
; 11. Mpuyumte ceba 3HAKOMMUTBCA C cCauTaMMm, KOTOpbie NoceLwalrT
i NoApPOCTKM. 2
Y 12. Hayuute petrem yBaxkaTb ApPYrMx B MHTepHerte. Y6eautecb, uUTO '
* OHM 3HAKOT O TOM, YTO MpaBusia XOpolero NoBeAeHus AeACTBYIOT
e Be3ae — pa)Xe B BUpTyanbHOM MUpe. e
w 13. OO6BACHMTE peTaM, UTO HU B KOEM criyyae Henb3f MCnosib30oBaThb
,ﬁ CeTb ANs XynUraHcTea, pPacnpocCTpaHEeHUs CNMeTeH WU Yrpos .
pAq APpyrum nrogsamMm. pig
N 14. OG6Gcyaute c nogpocTKkaMm Npobnembl CeTeBbiX a3apTHbIX Urp MU

4 MX BO3MOXHbIA pUCK. HanomMHuUTe, UTO AEeT He MOryT urpartb B 3TM .

Urpbl COrfiacHO 3aKOHY.

2 MocToAHHO KOHTpONMUpyUTEe wucnonb3oBaHue MWMHTepHera Bawum -
N pebeHkom! 3TO He HapyweHue ero JfMYHOro nmnpoCTpaHCTBa, a Mepa
,ﬁ NPepoCTOPOXXHOCTU U npossneHue Bawen poauTtenbCKom OTBETCTBEHHOCTU .
Y n 3a6oTbl. w



